%{0 ComponentSpace

ComponentSpace
SAML for ASP.NET

Installation Guide

Copyright © ComponentSpace Pty Ltd 2004-2023. All rights reserved.
www.componentspace.com



ComponentSpace SAML for ASP.NET Installation Guide

Contents

T dgoTe [V AT ] o HUU T TSP U SO PO UPROPPT
1o 1 11 - 1A To] o I T TSP PPTOUOTOPPTO
N U CToy f a- Yol & T LI T o R

N TGy ol ] o i - SRT
NGy o ol TN Y o T o - YT USRS
NUGet Package INSTallation .......occuiiiiiiiee e e s e e s e e s e sbee e s e nareeas
Evaluation VS LICENSEA VEISION ...couiiiiiiiieiieete ettt sttt ettt ettt st ettt e b e sbe e sae e et e eneeen
Upgrading 10 @ LICENSEA VEISION ...ciiiiiiiecciiiee ettt e ettt e et e e e e tte e e e e tte e e e sbteeeseabteeeesastaeesensraeeesnnes

L0 a1 a1 =1 = Ao o TR



ComponentSpace SAML for ASP.NET Installation Guide

Introduction

The ComponentSpace SAML for ASP.NET is a .NET framework class library that provides SAML v2.0
assertions, protocol messages, bindings and profiles functionality.

You can use this functionality to easily enable your ASP.NET web applications to participate in SAML
v2.0 federated single sign-on (SSO) either as an Identity Provider (IdP) or Service Provider (SP).
Example applications with full source code are included.

Installation

The product is supplied as a ZIP file. This includes the binaries, documentation and example projects.
Simply unzip to a convenient location on your file system (eg C:\SAML for .NET).

The product does not need to be installed on production or test servers. Instead, the SAML class
library should be deployed along with the application.

NuGet Package Source
The ComponentSpace.SAML2 DLL is shipped as a NuGet package. You’ll find this under the bin folder
and its name format is:

ComponentSpace.Saml2.Net.<version-number>.nupkg
Note that an evaluation version of the product is published through nuget.org.

During evaluation, the nuget.org source may be used. Alternatively, a local package source may be
specified in Visual Studio.

For general information on NuGet packages and their consumption, refer to:

https://docs.microsoft.com/en-us/nuget/consume-packages/overview-and-workflow

For information on hosting packages, refer to:

https://docs.microsoft.com/en-us/nuget/hosting-packages/overview

For information on using Azure Artifacts in an Azure DevOps environment, refer to:

https://docs.microsoft.com/en-us/azure/devops/artifacts/get-started-nuget

NuGet.config
A NuGet.config file is included with the examples solution. It specifies the bin folder as a package
source.

For new solutions, a similar NuGet.config file may be used to specify the package source for that
solution.

NuGet includes a number of options for specifying the package source including project-specific,
solution-specific and machine-wide NuGet.config files. The appropriate file should be updated to
specify the package source.

For more information, refer to:

https://docs.microsoft.com/en-us/nuget/consume-packages/configuring-nuget-behavior
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NuGet Package Manager
Rather than directly updating NuGet.config, the package source may be specified through Visual
Studio.

To specify a package source:

1. From Visual Studio’s menu, select Tools > Options.
2. Under the listed options, select NuGet Package Manager > Package Sources.

Options ? X
Search Options (Ctri+E) P available package sources: += X1+ ¢
I~ Azure Service Authentication ~ it ot

CMake 9 g

https://api.nuget.org/v3/index.json

I

[

I> Container Tools

[> Cross Platform

> Database Tools

[* F# Tools

I* Graphics Diagnostics

I* Node js Tools

4 NuGet Package Manager

General
‘ Package Sources Machine-wide package sources:
b Sandcastle Help File Bulider Microsoft Visual Studio Offline Packages
b Service Fabric Tools C:\Program Files (x86)\Microsoft SDKs\NuGetPackages\
[> SQL Server Tools
I* Test
| Text Templating
I*'Web
Name: | nugeton
{* Web Forms Designer 9 9
[* Web Perfarmance Test Tools ~ | Source: https://api.nugetorg/v3/indexjson Update

OK Cancel

Figure 1 Package Sources

3. Add a package source specifying the bin folder where the ComponentSpace.Saml2.Net
nupkg is located. This package source is available to all ASP.NET web application projects.
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Figure 2 Add ComponentSpace Package Source

NuGet Package Installation
1. Within an ASP.NET web application project, click Manage NuGet Packages and select
ComponentSpace as the package source.

NuGet Package Manager: WebApplication

Package source: ComponentSpace ~ 07

Figure 3 Select ComponentSpace Package Source
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Browse and install ComponentSpace.Saml2.Net into the application.

NuGee Webappiication < % [ERTIREES

Browse Installed  Updates NuGet Package Manager: WebApplication
sorch ICE1+ P+ & | Induce precolease Packnge sounce: gAMLvLO&{x_ NET~| @

~o ComponentSpace.Sami2.Net
ComponentSpace.Sami2,Net », ‘

550 K

Enatie SAML 420 550

O Mlentity prow i

spphicstiom Version: | Latest stable 300 - Inatall
‘j?_'» Options

Description

Enable SAML v2.0 550 foe identity provider (14F) and
sarvice provider (SP] ASPINET applicstions

Example ASENET projects are available that comorsinate
the semple 80 use SAML AP| and sccompanying SAML
conhguration. Comprahensive dooumentation Is dso
availakie

Flease note that this is a Tully functicral evaluaticn
version of a commercind peoduct. The trial pencd 15 30

days
Version: e
Owner{s): ComponontSpace
Author(s): ComganantSpace
Figure 4 Install ComponentSpace.Sam[2.Net
3. Accept the license agreement.
License Acceptance X

License Acceptance

The following package(s) require that you accept their license terms before
installing.

ComponentSpace.Saml2.Net Author{s): ComponentSpace

By clicking "I Accept,” you agree to the license terms for the package(s) listed
above. If you do not agree to the license terms, click “| Decline.”

| Accept | Decline

Figure 5 License Agreement Acceptance
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4. Visual Studio will install the package and its dependencies. This can be confirmed by
ensuring Intellisense recognizes the namespace ComponentSpace.SAML2.

Evaluation vs Licensed Version

An evaluation version of the product is equivalent to the licensed version except that it will stop
working once the evaluation period expires.

The package name of the evaluation version is ComponentSpace.Sami2.Net.
The package name of the licensed version is ComponentSpace.Saml2.Net.Licensed.

Different package names are used to avoid accidentally upgrading from a licensed to an evaluation
version of the product.

An evaluation version of the ComponentSpace.SAML2 DLL includes the word evaluation. The
licensed version doesn’t.

ComponentSpace. SAML2.dI| Properties X
General Security Detasils Previous Versions

Property Value

Description

File description SAML v2.0 for NET4 (Evaluation)
Type Application extension

File version 3.0.0.0
Product name  SAML v2.0 for NET4 (Evaluation)
Product version 3.0.0.0

Copyright Copyright © ComponentSpace 2004-2018.
Size 491 KB

Date modified  10/10/2018 2:27 PM

Language Language Neutral

Original filename CompenentSpace . SAML2.dlI

Remove Properties and Personal Information

con s

Figure 6 Evaluation Version DLL Properties

Also, the package description specifies whether it’s an evaluation or licensed version.
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o4» ComponentSpace.Saml2.Net
Version: _Latest stable 3.0.0 v Install
G’) Options

Description

Enable SAML v2.0 SSO for identity provider (IdP) and
service provider (SP) ASP.NET applications.

Example ASP.NET projects are available that demonstrate
the simple to use SAML APl and accompanying SAML
configuration. Comprehensive documentation is also
available.

Please note that this is a fully functional evaluation
version of a commercial product. The trial period is 30

days.

Version: 3.00

Owner(s): ComponentSpace
Author(s): ComponentSpace

Figure 7 Evaluation Version Package Description

Upgrading to a Licensed Version

After purchasing a licensed version of the product, ensure all time-limited evaluation packages (i.e.
ComponentSpace.Saml2.Net) are replaced with the licensed package (i.e.
ComponentSpace.Saml2.Net.Licensed).

Uninstall the ComponentSpace.Saml2.Net package from your applications.



ComponentSpace SAML for ASP.NET Installation Guide

Browse  Instaled  Updates BB NuGet Package Manager; WebApplication
ComporenSpace x- G [ melude provelesse Package soirce All; ©

4o ComponentSpace.Sami2.Net

o : >
.. ComponentSpace.Sami2.Net 1y, ComponentSpace O 300
"7 Enabie SAMLY20 S50 for entity prvides (1P} and tervice provider (574 ASPNET i F2RD TR
Version:  3.0.0 |
‘; Options
Deseription

Erable SAML +2.0 550 for identity provider 0 and
service providar (5P) ASPNET appicatons

Exarvgle ASPNET projects are avadabile that demaorstiate
the simple to uze SAML API and accompanying SAML

anfig v Camprst documentation m alse

avalable

Pease note that this is a fully fusctioral evaluatian
verson of a commarcis product. The trisl period is 30

dwye
Version: o0
Owner(s)! ComponantSpace

Figure 8 Evaluation Version Installed
Setup a NuGet package source for the licensed package.

Install the ComponentSpace.Saml2.Net.Licensed package into your applications.

Browse  Instalied  Updates EB NuGet Package Manager: WebApplication
ComponertSpace x- G : rclude prerwlnese Packnge source: Al * ]

o ComponentSpaceSaml2.Net Li...

0 s pach Semiz NetLisensed by S T
O Enatie SAMLVZD S5O for ientity panicer [4P) and sorvice peowidet (SP) ASPNET kTR i
Varsion: |3.0.0 -
v Options
Description

Enable SAML v2.0 S50 for Identity proider (kiF) and
service provider (SP) ASP NET sppleations

Example ASPANET progects are mvarlable that demonstrate
the srmple 1o uwe SAML AX and accompanying SAML
configuration. Comgmahencive decumantatan is also
wiatable

This is a Bcensed version of the product.

Varsion: 300
Owner(s): ComponemSpace
Authar(s): CompanertSpece

Figure 9 Licensed Version Installed
Your applications should build successfully without having to change the source code.

Be careful not to replace a licensed version of the product with an evaluation version from
nuget.org.
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Uninstallation
1. Uninstall the ComponentSpace.Saml2.Net package from any ASP.NET web application
projects.
2. Remove the ComponentSpace NuGet package source.
3. Delete the unzipped contents from the file system.



