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PRIVILEGED ACCESS MANAGEMENT
SOLUTION

Managing, monitoring, and controlling privileged accounts is a
critical priority for all organizations. Once breached, these accounts
provide bad actors with unrestricted and often prolonged access to
confidential, sensitive, or proprietary data. Even a relatively minor
breach these days is very costly, while a major breach can be
catastrophic; especially for smaller businesses.

However, to reduce this risk, organizations can not just “lock down”
privileged accounts. Doing so would dramatically degrade end user

Workers would be unable to do their job, and SysAdmins would be
overwhelmed with complaints and support requests.

And to make the situation even more challenging, many solutions in
the marketplace are built for large enterprises, and are therefore
unaffordable for small and mid-sized businesses (SMBs).

What many organizations need now is an affordable solution that
secures privileged accounts and protects assets, while it also drives

This solution is Devolutions Server.

Product Security

∙ AES-256 encryption

∙ Dual encryption – at application level first,
and then again at database level

∙ COSO framework

Multi-Lingual Portal

∙ English, French and German

Security Policies

∙ GeoIP restriction

∙ IP allowlisting/blocklisting

∙ Login history

∙ History of failed login attempts

Two-Factor Authentication (2FA)

Supports a wide range of 2FA, including Google
Authenticator, Yubikey, Duo, Email, SMS, Radius,
DevolutionsWorkspace

Directory Integration

∙

∙ Role-based security system bound to

Windows and Microsoft authentification

Active Directory Groups for automatic
granting of permissions

∙ Automatic user account creation based

∙ Okta

on Active Directory, optionally limited to
a specific AD group

Specifications

BACKGROUND
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EnhanceSecurity, ImproveNetwork Visibilityand
Control AccesstoPrivilegedAccounts



Devolutions Server has been designed
to minimize the administrative burden
on end users, while empowering them
to handle basic password management
tasks on their own through a simple,
intuitive web-based interface.

qăķĮș Ð­Æì ÐĊÌ ķĮÐī æÐĴĮ ĴìÐř ďœĊ
private vault, which they can use to
ĮĴďīÐ ÆďĊťÌÐĊĴð­ă ­ĊÌ ĮÐĊĮðĴðŒÐ Ì­Ĵ­Ș

Making things easier and more enjoy-
able is also great news for SysAdmins
­ĊÌ ďĴìÐī A} ĮĴ­åå ðĊ ĴìÐ ďīæ­Ċðš­ĴðďĊș
because it means they spend less time
dealing with end user password
management issues, and more time
completing high priority tasks and
æď­ăĮȘ 'ŒÐīřďĊÐ œðĊĮȝ

EasyDoes ItSelf-hosted privileged account management platform.

'ĮĴ­ÅăðĮìÐĮ ďŒÐī­ăă ĊÐĴœďīā ŒðĮðÅðăðĴř åďī wřĮ�ÌĉðĊĮș ðĊĴÐæī­ĴÐĮ
œðĴì wA'T ĴďďăĮ ­ĊÌ ĮÐīŒðÆÐĮș ­ĊÌ ĨīďŒðÌÐĮ Ĩīď­ÆĴðŒÐ ­ăÐīĴĮ ­ĊÌ
ĊďĴðťÆ­ĴðďĊĮȘ

qīďŒðÌÐĮ ÅķĮðĊÐĮĮ ķĮÐīĮ œðĴì ­Ċ Ð­ĮřȭĴďȭķĮÐ œÐÅ ðĊĴÐīå­ÆÐ
(see box at right).

'ĊĴÐīĨīðĮÐ æī­ÌÐ åÐ­ĴķīÐĮ ­Ĵ ­ ĊďĊȭÐĊĴÐīĨīðĮÐ ÆďĮĴș œìðÆì ðĮ
ideal for small and mid-sized businesses (SMBs).

'ăðĉðĊ­ĴÐĮ ĴìÐ ĴÐÌðďķĮ ­ĊÌ ĴðĉÐȭÆďĊĮķĉðĊæ Ĵ­Įā ďå ĉ­Ċķ­ăăř
tracking and updating privileged credentials.

'ĊåďīÆÐĮ Ĩ­ĮĮœďīÌ ĉ­Ċ­æÐĉÐĊĴ ÅÐĮĴ Ĩī­ÆĴðÆÐĮ Ĵď ÐĊì­ĊÆÐ ĴìÐ
security of privileged accounts

'Ċ­ÅăÐĮ ĴìÐ ĉ­Ċ­æÐĉÐĊĴ ďå ĨīðŒðăÐæÐÌ ­ÆÆďķĊĴĮ ­ĊÌ Ĩ­ĮĮœďīÌĮ
on your own secured servers

'ĊåďīÆÐĮ řďķī ďīæ­Ċðš­ĴðďĊȸĮ ĨīðĊÆðĨăÐ ďå ăÐ­ĮĴ ĨīðŒðăÐæÐ ȧqZOqȨ
strategy.

'Ċ­ÅăÐĮ ĨďœÐīåķă īďăÐȭÅ­ĮÐÌ ­ÆÆÐĮĮ ÆďĊĴīďăĮ ȧt���Ȩ Ĵď ĨīďŒðÌÐ
passwords to groups of users, while protecting privileged
accounts and assets.

•

•

•

•

•

•

•

•

•
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Devolutions Server is an affordable, full-featured
shared account and password management solution
that deploys rapidly and scales seamlessly.

Devolutions Server also delivers the core features of a
ÆďĉĨīÐìÐĊĮðŒÐ ĨīðŒðăÐæÐÌ ­ÆÆÐĮĮ ĉ­Ċ­æÐĉÐĊĴ ȧq�TȨ
solution, including:

• qīðŒðăÐæÐÌ �ÆÆďķĊĴ #ðĮÆďŒÐīř
Ȣ wÐÆķīÐ �īÐÌÐĊĴð­ă AĊþÐÆĴðďĊ
Ȣ �ķĴďĉ­ĴðÆ ­ĊÌ wÆìÐÌķăÐÌ q­ĮĮœďīÌ tďĴ­ĴðďĊ
Ȣ qīðŒðăÐæÐÌ wÐĮĮðďĊ tÐÆďīÌðĊæ
Ȣ �ìÐÆāďķĴ tÐĪķÐĮĴ �ĨĨīďŒ­ă
Ȣ �ÌĉðĊðĮĴī­ĴðŒÐ tÐĨďīĴĮ ȧĴìÐĮÐ q�T åÐ­ĴķīÐĮ ­īÐ
explored further in this datasheet).

N'��'U'9A}w�}ȭ�ȭ:O�U�'

Just as importantly, Devolutions Server is affordable
for smaller organizations that need enterprise-level
security, features, and functionality — but do not have
enterprise-level in-house specialists or budgets.

9ðĊ­ăăřș œìÐĊ ðĴ ÆďĉÐĮ Ĵď ĉ­Ċ­æðĊæș ĉďĊðĴďīðĊæș ­ĊÌ
controlling privileged accounts and vaulting sensitive
data, organizations do not have to compromise on
ĮÐÆķīðĴřș ÐŨÆðÐĊÆřș ďī ­ååďīÌ­ÅðăðĴřȘ }ìÐř æÐĴ ðĴ ­ăă œðĴì
#ÐŒďăķĴðďĊĮ wÐīŒÐīȘ �Ð Æ­ăă ðĴ ȵq�T åďī ĴìÐ īÐĮĴ ďå ķĮȝȶ
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PrivilegedAccessManagementModule

#ÐŒďăķĴðďĊĮ wÐīŒÐīȸĮ ÅķðăĴȭðĊ q�T ĉďÌķăÐ ĮķĨĨďīĴĮ
core functions including:

Role-Based Access Control (RBAC): Limit access
to view, edit or manage privileged accounts by
using a role-based access control, which allows you
to create a granular protection system.

Inherited Security Settings: �ĮÐ ðĊìÐīðĴÐÌ ĮÐÆķīðĴř
settings to prevent users from creating accounts,
unless they have been granted the appropriate
security level.

Permissions: �ðĊÌ ĮĨÐÆðťÆ ĨÐīĉðĮĮðďĊĮ Ĵď �ÆĴðŒÐ
Directory (AD) groups, in order to automatically
grant access to users once they have been added.
they have been added.

IP Restrictions: 'ĊåďīÆÐ Aq īÐĮĴīðÆĴðďĊĮ Ĵď ÆďĊĴīďă
access to Devolutions Server by granting access to
ÌÐťĊÐÌ Aq ­ÌÌīÐĮĮÐĮ ďĊăřș ďī ÆīÐ­ĴÐ ­Ċ Aq Åă­ÆāăðĮĴ
to deny access to any unwanted requests.

Two-Factor Authentication (2FA): �ĨĨăř ǡ9� ­ĊÌ
add an additional layer of protection, hardening
security around sensitive data and preventing
unauthorized attempts to access privileged
­ÆÆďķĊĴĮȘ ǡ9� Æ­Ċ ÅÐ ðĉĨăÐĉÐĊĴÐÌ
organization-wide or at the user level.

Strict Password Policy Enforcement: Devolutions
Server provides several tools to ensure that users
­ÅðÌÐ Åř ĴìÐ ďīæ­Ċðš­ĴðďĊȸĮ Ĩ­ĮĮœďīÌ īÐĪķðīÐĉÐĊĴĮȘ

Principle of Least Privilege (POLP): 'ăÐŒ­ĴÐ
privileges to applications for business users with
role-based access control, granting just enough
access to complete any given task.

Alerts: tÐÆÐðŒÐ īÐ­ăȭĴðĉÐ Ðĉ­ðă ­ăÐīĴĮ ďĊ ­Ċř
activity made regarding a privileged account,
making suspicious activity easier to detect.

Single Sign-On (SSO): 'Ċ­ÅăÐ ­ķĴìďīðšÐÌ ķĮÐīĮ Ĵď
log in one time with a single set of credentials, and
then access all of the apps, data, and websites for
which they have permission.

Secure Messaging: Send secure messages within
your team, and safely pass credentials from your
vault to members who require access.

Strong Password Generator: '­Įðăř æÐĊÐī­ĴÐ
strong passwords with the built-in, easy-to-use
password generator.

•

•

•

•

•

•

•

•

•

•

•

Privileged Account Discovery: Automatically scan
to discover privileged accounts (user, system,
admin, service, database, etc.) from your
provider(s).

Secure Credential Injection: Securely inject
credentials directly into remote sessions, but
without ever exposing them to users.

Automatic and Scheduled Password Rotation:
'ĊåďīÆÐ Ĩ­ĮĮœďīÌ īďĴ­ĴðďĊ ķĨďĊ ÆìÐÆāȭðĊ ďå ­
privileged account, or schedule password
īďĴ­ĴðďĊĮȘ }ìðĮ Æì­ĊæÐĮ ÅďĴì ĴìÐ ĮřĮĴÐĉ ­ĊÌ
Devolutions Server credentials.

Privileged Session Recording: �ĮÐ ĴìÐ ÅķðăĴȭðĊ
recording server to save remote session recordings
locally or remotely

Checkout Request Approval: �ĮÐīĮ Æ­Ċ Ð­Įðăř ­Įā
admins to check out privileged accounts. Admins are
­ķĴďĉ­ĴðÆ­ăăř ĊďĴðťÐÌ ­ĊÌ Æ­Ċ æī­ĊĴȥīÐþÐÆĴ ĴìÐ
request as appropriate.

Administrative Reports: Keep track of privileged
sessions and account activity with detailed admin
reports for logging, audit, and compliance purposes.

•

•

•

•

•

•

Reporting&Governance

With Devolutions Server, you can establish
transparency, enforce governance, and meet
compliance requirements by generating
ÆďĉĨīÐìÐĊĮðŒÐ ­ĊÌ ÌÐĴ­ðăÐÌ īÐĨďīĴĮȘ }ìÐĮÐ īÐĨďīĴĮ
also help your organization monitor, evaluate and
ďĨĴðĉðšÐ řďķī ďŒÐī­ăă ĮÐÆķīðĴř ĮĴī­ĴÐæř ­ĊÌ ĨīďťăÐȘ
Options include:

Login reports: view connected user list, login
attempts and login history.

Connection reports: view opened connections and
expired entry list.

Log reports: view activity logs, data source logs
and administration logs.

History reports: view deleted entry history.

•

•

•

•
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Security

Devolutions Server provides enterprise-grade
security, control and governance. Core security
features include:



Productivity

Key features and tools in Devolution Server that boost
productivity for both end users and SysAdmins
include:

Devolutions Server is designed to work with our
companion solution, Devolutions Gateway.

#ÐŒďăķĴðďĊĮ :­ĴÐœ­ř ĮÐīŒÐĮ ­Į ĴìÐ ÐĊĴīř ĨďðĊĴ åďī ­Ċ
internal or external segmented network that requires
­ķĴìďīðšÐÌ þķĮĴȭðĊȭĴðĉÐ ­ÆÆÐĮĮȘ AĴ ĮķĨĨďīĴĮ t#q ­ĊÌ
ww> ÆďĊĊÐÆĴðďĊĮȘ NÐř ÅÐĊÐťĴĮ ďå #ÐŒďăķĴðďĊĮ
:­ĴÐœ­ř ðĊÆăķÌÐȚ

#ÐŒďăķĴðďĊĮ :­ĴÐœ­ř Æ­Ċ ÅÐ ðĊĮĴ­ăăÐÌ ĴďæÐĴìÐī œðĴì
Devolutions Server (i.e., “side-by-side” installation), or
ĮÐĨ­ī­ĴÐăřȘ qăÐ­ĮÐ ÆďĊĴ­ÆĴ ķĮ åďī ­ÌÌðĴðďĊ­ă ÌÐĴ­ðăĮ
and guidance.

#ÐŒďăķĴðďĊĮ :­ĴÐœ­ř Æ­Ċ ÅÐ ÌÐĨăďřÐÌ ðĊĮðÌÐ ­
network with no internet access or survive internet
downtime.

tÐÌķÆÐ ÐŘĨďĮķīÐ Ĵď ðĊĴÐīĊ­ă ĊÐĴœďīā īÐĮďķīÆÐĮ
œðĴì þķĮĴȭðĊȭĴðĉÐt#q ­ĊÌww>ÆďĊĊÐÆĴðďĊĮ Ĵìīďķæì
ĴìÐ #ÐŒďăķĴðďĊĮ :­ĴÐœ­řȘ

tÐĨă­ÆÐ ĮĴ­ĴðÆ �qU ­ĊÌ ťīÐœ­ăă īķăÐĮ œðĴì ÌřĊ­ĉðÆ
access rules controlled by Devolutions Server.

'Ċì­ĊÆÐ ĮÐÆķīðĴř Åř æðŒðĊæ īÐĉďĴÐ ­ÆÆÐĮĮș ďī
­ÆÆÐĮĮ Ĵď ĮĨÐÆðťÆ ­ĨĨăðÆ­ĴðďĊĮș ðĊ ĮÐĨ­ī­ĴÐ
network segments on demand.

AĉĨīďŒÐ ĨīďÌķÆĴðŒðĴř Åř ÐăðĉðĊ­ĴðĊæ ĴìÐ ĊÐÐÌ Ĵď
ķĨÌ­ĴÐ �qU ďī ťīÐœ­ăă īķăÐĮ åďī ĴÐĉĨďī­īř ­ÆÆÐĮĮȘ

'ĊåďīÆÐ ĉķăĴðȭå­ÆĴďī ­ķĴìÐĊĴðÆ­ĴðďĊ ȧT9�Ȩ Ĵìīďķæì
Devolutions Server authentication on Devolutions
:­ĴÐœ­ř ÆďĊĊÐÆĴðďĊĮȘ

}ķĊĊÐăðĊæ ðĮ īÐĮĴīðÆĴÐÌ Ĵď t#q ­ĊÌ ww> ÆďĊĊÐÆĴðďĊĮ
­ĊÌ ÌďÐĮĊȸĴ ­ååÐÆĴ ķĊīÐă­ĴÐÌ ĊÐĴœďīā Ĵī­ŨÆș ķĊăðāÐ
�qU ÆăðÐĊĴĮȘ

LķĮĴȭðĊȭ}ðĉÐ ȧLA}Ȩ ÆďĊĊÐÆĴðďĊĮ ĉ­āÐ ÌÐĴ­ðăÐÌ
ĮÐĮĮðďĊ Ĵī­ÆāðĊæ ­ĊÌ ­ķÌðĴðĊæ ĨďĮĮðÅăÐș ķĊăðāÐ �qUĮȘ

•

•

•

•

•

•

•

•

�ÆĴðŒÐ #ðīÐÆĴďīř ­ĊÌ ZŨÆÐ ǢǥǤ AĊĴÐæī­ĴðďĊȚ Save
time and money by using your existing Active
Directory infrastructure to import users and user
groups, while synchronizing accounts and groups
­ķĴďĉ­ĴðÆ­ăăř ­ĊÌ ÅðĊÌðĊæ ĮĨÐÆðťÆ ĨÐīĉðĮĮðďĊĮȘ

Seamless Credential Injection: Allow users to
access websites and remote systems by directly
injecting credentials without ever having to track
down the credentials. Automatically provision
privileged user and administrative accounts while
providing secure direct access to critical assets.

Automatic Web Login: Log into websites
automatically using passwords stored in your vaults
with the Devolutions Web Login browser extension
­Œ­ðă­ÅăÐ åďī �ìīďĉÐș 9ðīÐåďŘș 'ÌæÐș ­ĊÌ ZĨÐī­Ș

User Self-Service: �ĮÐīĮ Æ­Ċ īÐĮÐĴ ĴìÐðī ďœĊ
passwords and unlock their own accounts, which
makes them more productive and reduces the
­ÌĉðĊðĮĴī­ĴðŒÐ ÅķīÌÐĊ ďĊ A} ĮĴ­ååȘ

•

•

•

•
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�ķÌæÐĴ ĮìďķăÌ ĊÐŒÐī ìðĊÌÐī řďķī ďīæ­Ċðš­ĴðďĊȸĮ
security — but unfortunately, this is often the case for
wT�ĮȘ 9ðĊÌðĊæ ĴìÐ īðæìĴ Å­ă­ĊÆÐ ÅÐĴœÐÐĊ ­Ċ
­ååďīÌ­ÅăÐ ­ĊÌ ­Ċ ķĊÆďĉĨăðÆ­ĴÐÌ qīðŒðăÐæÐÌ �ÆÆÐĮĮ
Management solution can prove to be quite a
challenge. Devolutions Server provides organizations,
no matter their size, with a solution that offers
enterprise-grade features at a non-enterprise cost,
making it easy to realize a quick return on investment.
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Devolutions
Gateway
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Devolutions Server is available in four subscription editions to suit various needs and budgets: Free, Team, Enterprise
and PlatinumȘ }ìÐ Ĵ­ÅăÐ ÅÐăďœ ĨīďŒðÌÐĮ ­Ċ ­Ĵȭ­ȭæă­ĊÆÐ ďŒÐīŒðÐœ ďå ĴìÐ åÐ­ĴķīÐĮ ­Œ­ðă­ÅăÐ ðĊ Ð­Æì ÐÌðĴðďĊȚ

q�T åķĊÆĴðďĊ­ăðĴř īÐĪķðīÐĮ ­ q�T ĉďÌķăÐ ăðÆÐĊĮÐȘ

#ÐŒďăķĴðďĊĮ :­ĴÐœ­ř ĉ­ř īÐĪķðīÐ ­ ăðÆÐĊĮÐȘ

#ÐŒďăķĴðďĊĮ wÐīŒÐī 9īÐÐ ðĮ ­Œ­ðă­ÅăÐ ­Ĵ Ċď ÆďĮĴȘ �ķĮĴďĉÐīĮ œìď ÆìďďĮÐ ĴìðĮ ďĨĴðďĊ œðăă ĊÐÐÌ Ĵď ì­ŒÐ ­Ċ ­ÆĴðŒÐ
tÐĉďĴÐ #ÐĮāĴďĨ 'ĊĴÐīĨīðĮÐ ăðÆÐĊĮÐȘ

Customers who want to access Devolutions Server via the web application or Devolutions Web Login need to
purchase a Client Access License (CAL). At least one CAL is required. CALs are assigned to a unique user.

Devolutions Launcher lets users quickly and easily launch remote sessions from the Devolutions Server web
interface. A Devolutions Launcher license includes one Launcher license and one user CAL.

a)

b)

c)

d)

e)

FREE TEAM ENTERPRISE

�ĮÐī �ďķĊĴ Ǣ ǠǤ Ǥǟ

Data Source Count 1 1 Ǣ

'ĊĴīř �ďķĊĴ Ǡǟǟ �Ċăðĉðted �Ċăðĉðted

}œďȭ9­ÆĴďī �ķĴìÐĊĴðÆ­ĴðďĊ

PLATINUM

�Ċăðĉðted

�Ċăðĉðted

�Ċăðĉðted

DVLS SUBSCRIPTION FEATURES

�ÆĴðŒÐ #ðīÐÆĴďīř ɪ ZŨÆÐ ǢǥǤ AĊĴÐæī­ĴðďĊ

wÐăåȭ>ďĮĴÐÌ wì­īÐÌ q­ĮĮœďīÌ �­ķăĴ

tďăÐȭ�­ĮÐÌ �ÆÆÐĮĮ �ďĊĴīďă

tÐĉďĴÐ #ÐĮāĴďĨ T­Ċ­æÐī AĊĴÐæī­ĴðďĊ

:ÐďAq ­ĊÌ Aq tÐĮĴīðÆĴðďĊ

Multi-Domain Authentication

qīðŒðăÐæÐÌ �ÆÆÐĮĮ T­Ċ­æÐĉÐĊĴ ȧ­Ȩ

#ÐŒďăķĴðďĊĮ :­ĴÐœ­ř ȧÅȨ



ABOUT 
DEVOLUTIONS
Devolutions is a global software company that helps organizations
worldwide control the IT chaos by maximizing security through
highly-secure passwords, remote connections and privileged
access management solutions. wðĊÆÐ ǡǟǠǟș #ÐŒďăķĴðďĊĮ ì­Į ÅÐÐĊ ­
ăÐ­ÌðĊæ ĮÐÆķīðĴř Ĩ­īĴĊÐī œðĴì ĉďīÐ Ĵì­Ċ ǧǟǟșǟǟǟ ķĮÐīĮ ĮĨīÐ­Ì
­ÆīďĮĮ Ǡǣǟ ÆďķĊĴīðÐĮȘ

AĴĮ ÆăðÐĊĴÐăÐ ðĊÆăķÌÐĮ ĮķÆì œďīăÌȭīÐĊďœĊÐÌ ÆďĉĨ­ĊðÐĮ ­Į wĨ­ÆÐ�ș
wìÐăăș OďĴďȭsķÑÅÐÆș �­ăĴ #ðĮĊÐřș U�w#�sș #Ðăăș wďĊřș TðÆīďĮďåĴș
qťšÐīș �ðīÅĊÅ ­ĊÌ U�w�Ș

9ďī ĉďīÐ ðĊåďīĉ­ĴðďĊș ĨăÐ­ĮÐ ŒðĮðĴ ķĮ ­Ĵ https://devolutions.net


